INFORMATION TECHNOLOGY SERVICES
A GUIDE TO SUCCESSFUL SOFTWARE ACQUISITION
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1.0

2.0

Planning and Requirements Gathering

Obtain initial Executive support

Identify stakeholders. These individuals will be the project team, responsible for helping to
define the problem and then researching, selecting and assisting in the implementation. Include
your IT folks as early as possible in any technology initiative.

Define the problem. What is the problem you’re trying to solve? Define your problem and then
compile a list of what is needed from a software product to resolve the problem. This will help
you to stay focused on what YOU need and avoid being derailed by what a vendor wants you to
need.

Research Solutions

Talk to your peers. User groups, your counterparts at other CSUs, colleagues at other colleges
and universities are all great resources to learn more about how similar problems may have
been solved. Remember to ask about process and software solutions and why they made the
decisions that they did. This will help you to refine the requirements list to include needs you
might not have considered.

Talk to your campus IT resources. ITS is here to help! Consulting your IT resources will help you
to reach a better outcome; they can ask the more technical questions you may not have
considered, and can help advise whether a project request will be necessary to move forward.
In addition, it can often be the case that a solution to your problem already exists in a product
currently in use on campus that can be adapted to meet your needs. This is another great
reason to involve your IT folks early; they’ll know whether a solution to your problem is already
available. This is particularly true where PeopleSoft data is involved.

Consider the data security requirements. You'll also need to talk with the Information Security
office if your project will involve Level 1 or Level 2 data (see
http://www.humboldt.edu/its/security-dataclassificationstandards for definitions). The

Information Security team will help you complete a Security Data Requirements Checklist, which
determines the terms and conditions vendors must comply with when collecting, sharing,
accessing, transmitting or storing confidential HSU information. See Appendix A for a copy of
this checklist.

Use the Internet. Search for products that might meet your needs using your key requirements.
Create a product evaluation matrix. Using your requirements list and any potential solutions
you have found, create a matrix that will serve as a tool for comparing solutions equally against
your needs. Appendix B provides an example matrix and includes questions ITS recommends
should be part of every product evaluation.

Be consistent! When you start talking to vendors, you should ask the same questions of each
company. Make sure the same stakeholder group attends each vendor conversation or
demonstration. Having everyone hear the same thing will save time in the long run and help
prevent the need to re-check information. You may also want to agree a list of supplementary
questions across the group.

Conduct generic vendor demonstrations. Identify a list of vendors to conduct generic
demonstrations, for example something they would present at a conference, for your
stakeholder audience. It is important that no vendor be given unfair advantage. Any
demonstrations or conversations conducted prior to publishing a request for vendor response
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may not be specific to HSU or give any vendor information that another vendor would not have.

In accordance with CSU policy, the HSU software acquisition process must observe fair and open

competition to the maximum extent possible. These generic demonstrations will help you to

refine your business requirements, as they will often bring to light functionality you’d not

considered, help to refine the potential vendor list, and provide a ballpark estimate of the likely

costs.

h. First Executive support check-point. At this point, you should have a much more well-defined

idea of what your solution will look like and a rough idea of costs. Use this information to check

in on available budget and approval to move forward.

3.0 The Path to Purchase

The information below will help you to identify the path your software acquisition will take. Note that

this information does not apply to the acquisition of IT Consulting Services if these are to be purchased

separately from the software. This information also does not replace guidance from the HSU Office of

Contracts, Procurement & Risk Management (see http://www.humboldt.edu/procurement/index.html)

or compliance with the CSU Policy Manual for Contracting & Procurement, available online at
http://www.calstate.edu/CSP/crl/policy/Policy.shtml .

In every case, you should use your needs list to define the required functionality, to evaluate proposed

solutions, and to select your product.

3.1 Expenditure Limits

a.

b.

Acquisitions valued at less than $50,000: Can be made without issuing a Request for Quote
or Request for Proposal so long as the price is deemed to have met fair and reasonable
standards. This may be determined by an established or verifiable catalog or market pricing
medium published by a responsible supplier, by obtaining and documenting quotations
within the past 18 months from other responsible suppliers, or by being able to
demonstrate that other transactions occurring in the last 18 months showed similar pricing
for similar acquisitions. A Sole Source-Brand justification (see 3.2.d below) is not required
for purchases of less than $50,000.

Acquisitions valued at $50,000 or greater: Consult the Office of Contracts, Procurement &
Risk Management at (707) 826-3512. A variety of options is available, depending on the
cost, the type of vendor (small business, presence of Master Enabling Agreement with the
CSU, sole-source provider for a specific product) and the degree to which you have defined
the problem requiring a solution - all factors that drive the documentation, advertising and
bid solicitation requirements. Involve Procurement early and absolutely before you begin
HSU-specific meetings with vendors.

3.2 Types of Vendor Solicitation Documents

a.

Request for Information (RF1): Used when you think you know what you want but need
more information from the vendors. Will typically be followed by an RFQ or RFP.

Request for Quote (RFQ): Commonly used when you know what you want but need
information on how vendors would meet your requirements and how much it will cost; you
may also include the criteria against which each vendor’s response will be evaluated. An
RFQ can also be used when you have all details except the cost; in this case, the vendor
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selection would be based on solely on price. The Office of Contracts, Procurement & Risk
Management will tell you if your RFQ package should also include one or more of the
following documents: (1) CSU General Provisions for Information Technology Acquisitions,
(2) CSU Small Business preference and Certification Request, (3) Disabled Veteran Business
Enterprise (DVBE) Participation Requirement and (4) the High or Low Security Third Party
Contract Requirements, depending on the results of the Security Data Requirements
Checklist you completed at step 2c.

c. Request for Proposal (RFP): Used when you know you have a problem but don’t know how
you want to solve it. This is the most formal of the “Request for” processes and has strict
procurement rules for content, timeline and vendor responses. If you have already solicited
information using an RFI, you can re-use those questions and requirements in your RFP.
The Office of Contracts, Procurement & Risk Management will tell you if your RFP package
should also include one or more of the following documents: (1) CSU General Provisions for
Information Technology Acquisitions, (2) CSU Small Business preference and Certification
Request, (3) Disabled Veteran Business Enterprise (DVBE) Participation Requirement and (4)
the High or Low Security Third Party Contract Requirements, depending on the results of the
Security Data Requirements Checklist you completed at step 2c. See Appendix C for a
sample of commonly used sections in development of an RFP. See Appendix D for an
example of the timeline requirements for an RFP.

d. Sole Source Purchases: Sole source purchases require completion of the campus Sole
Source-Brand Justification form and approval by the Director of Contracts, Procurement &
Risk Management. With approval of a sole source-brand purchase, you can move forward
with the purchase process. Situations when a sole source-brand can be considered include:

. The product is unique and essential to the CSU’s requirements, thereby
precluding consideration of a product manufactured by another company, or

. The product is required to match other similar product already in place and the
use of an alternate product would cause the CSU to incur substantial additional
costs, or

. The sole source-brand product is required for the immediate preservation of the
public health, welfare, or safety, or the protection of CSU property and
programs.

3.3 Evaluating Vendor Proposals (except for awards based on price)
The Project Team must evaluate all responses equally against the requirements list. Identify at
least three providers that most closely meet your requirements and invite those vendors to
conduct online or onsite “customized for HSU” demonstrations. These differ from the generic
demonstrations in that they are specific to HSU and the defined requirements and are now
permitted because the published Request for (Information / Quote / Proposal) has provided all
responding vendors with the same details. Most importantly, a customized demonstration gives
you the best insight into how each vendor will solve your problem, enabling you to find the best
match.

Prepare a justification supporting the selection of vendors for the demonstration sessions; this
may be more informal in the case of an RFQ or, in the case of an RFP, will involve a formal
scoring process as outlined in the RFP. The Office of Contracts, Procurement and Risk
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Management will require the justifications and scoring before providers can be invited to
demonstrate their proposed solution.

Second Executive support checkpoint. This is also the time to check in with your Executive
Sponsor and discuss the results of your proposal evaluations, proposed costs and product
comparisons as well as plans for vendor demonstrations, including the proposed audience.

With continued Executive support and Procurement’s OK, issue invitations to the selected
vendors to set up a demonstration, clearly outlining the requirements for the demonstrations,
the agenda, and required vendor participants.

3.4 Conduct Customized Vendor Demonstrations
While online demonstrations are appropriate for smaller budget, short time-frame projects, you
should aim for an on-campus demonstration from the vendor whenever possible. Larger budget
and/or scope projects are best evaluated from high-level demonstrations and individual sessions
with representatives from the impacted project areas. This provides not only a deeper
understanding of the proposed solution but also an opportunity to build a relationship with the
prospective vendor and their proposed project team. A sample agenda could include the
product demonstration, followed by individual meetings with members of the project team in
the following areas: functional, technical, project & implementation management, and training.
It is advisable to also plan for a meeting with the Office of Contracts, Procurement & Risk
Management to determine whether the vendor may be looking to incorporate any exceptions to
the CSU Terms & Conditions into the final contract.

Prepare a survey for demonstration participants so that you can obtain feedback on the product
and the vendor. Request that at least one member from each individual work session provide
feedback on their respective meeting(s). This will be important in your final selection and may
also help define any expanded use of the product.

3.5 Check Vendor References
Identify the customer references that most closely match your situation and spend some time
investigating their degree of satisfaction with both the product and the vendor’s services.
Include both new and longer term customers to gain a fuller perspective. Create a reference
check worksheet to record your findings; this can also be emailed to any reference that prefers
to provide a written response. See Appendix E for an example reference checklist. In larger
scale projects and if welcomed by the reference site, a visit to that site will provide even greater
insight into the benefits of the solution.

3.6 Select a Solution
Review the demonstration survey results and the feedback from the individual sessions. Review
and update the justification document so that it accurately reflects the team’s assessment of the
vendors after the demonstration and provides support for your vendor selection. This
information will be retained by the Office of Contracts, Procurement & Risk Management for
reference in the event of questions or protests from other vendors.

Final Executive support checkpoint. Meet with your Executive Sponsor as a final check before
requesting approval from Procurement to begin the contract award process. Discuss the final
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results of demonstrations, reference checks and the reason this vendor was selected, and re-
confirm Executive support for the project.

With Executive support and the appropriate approvals from Procurement, if you were working
through an RFP you could now issue a Notice of Intent to Award the contract to the selected
vendor and notice of non-selection to all other vendors that responded to your request. You can
also begin contract and Statement of Work negotiations with the vendor and Procurement; if
your project involves Level 1 or 2 data and/or the data will be hosted offsite, the Information
Security Office should also be part of the contract review. In the case of an RFP, at least 5
business days must pass from the date of the Notice of Intent to Award before the contract can
be issued. With a less formal RFI or RFQ, no Notice of Intent to Award is required and you can
move straight to a Contract Award and issue the notices of non-selection. Once a signed
contract and all requested documents have been received by Procurement (for example, proof
of insurance, if applicable), you’re now ready to begin the implementation process!
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Appendix A - Security Data Requirements Checklist

(Procurement Protected Information)
Please circle Yes (Y) or No (N) below to indicate types of Humboldt State University personal information to be collected,
shared, accessed/transmitted, or stored by subcontractor or subcontractor’s agent as part of the contract statement of work:

Line Circle Confidential - CSU Level 1 (Section 8065.502) Procurement Use Only

1. YorN Does the subcontractor or agent employ more than 100 employees, access more than 1000 N= Use Low Exhibit B
individual pieces of information (e.g. 1000 names and SSNOO credit cards00 medical records, Y = Use High Exhibit C
or any combination) or conduct full SAS70 (type II) audits?
PCI-DSS; PA DSS; NACHA Requirements; HIPAA Requirements APPLICABLE SECTIONS --

LINES 2 thru 6

2. YorN Name with credit card payment to University merchant ID 5.2

3. YorN Purchase of software to process name with credit card payment to University merchant ID 5.3

4. YorN Name with ACH payment to University bank account 5.4

5. YorN Medical records related to an individual (including disability information) 5.5

6. Psychological counseling records related to an individual 5.5
APPLICABLE SECTIONS -- LINES 7 thru 58 1,2,3,4,5.1,5.6,6,7,8,9

7. YorN *Passwords or credentials that grant access to level 1 and level 2 data

8. YorN *PINs (Personal Identification Numbers)

9. YorN =Birth date combined with last four digits of SSN and name

10. YorN »Credit card numbers with cardholder name

11. YorN *Tax ID with name

12. YorN *Driver’s license number, state identification card, and other forms of national or international identification (such as passports,
visas, etc.) in combination with name

13. YorN sSocial Security number and name

14. YorN =Health insurance information

15. YorN =Medical records related to an individual (including disability)

16. YorN =Psychological Counseling records related to an individual

17. YorN »Bank account or debit card information in combination with any required security code, access code, or password that would
permit access to an individual's financial account

18. YorN =Biometric information

19. YorN =Electronic or digitized signatures

20. YorN =Private key (digital certificate)

21. YorN =Law enforcement personnel records

22. YorN =Criminal background check results
Internal Use - CSU Level 2 (Section 8065.502)

YorN =Identity Validation Keys (name with):

23. YorN Birth date (full: mm-dd-yy)

24. YorN Birth date (partial: mm-dd only)

25. YorN =Photo (taken for identification purposes)
sStudent Information-Educational Records (non-directory)

26. YorN Grades

27. YorN Courses taken

28. YorN Schedule

29. YorN Test scores

30. YorN Advising records

31. YorN Educational services received

32. YorN Disciplinary actions

33. YorN Student Photo

34. YorN Financial Aid received

35. YorN Most recent educational agency or institution attended

36. YorN Participation in officially recognized activities and sports

37. YorN Weight and height of members of athletic team

38. YorN Transcript

39. YorN =Library circulation information

40. YorN *Trade secrets or intellectual property such as research activities

41. YorN =Location of critical or protected assets

42. YorN =Licensed software

43. YorN *Vulnerability /security information related to a campus or system

44, YorN =Campus attorney-client communications
*Employee Information (including student employees)

45. YorN Employee net salary

46. YorN Home address

47. YorN Personal telephone numbers

48. YorN Personal email address

49. YorN Payment History

50. YorN Employee evaluations

51. YorN Pre-employment background investigations
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Line Circle Confidential - CSU Level 1 (Section 8065.502) Procurement Use Only
52. YorN Mother’s maiden name
53. YorN Race and ethnicity
54. YorN Parents’ and other family members’ names
55. YorN Birthplace (City, State, Country)
56. YorN Gender
57. YorN Marital Status
58. YorN Physical description
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Appendix B - Example of a Product Evaluation Matrix
The example below relates to the search for a tutor scheduling application; your questions will obviously

be specifically related to your own proposed acquisition. The questions in bold type at the top of the

matrix are ones ITS recommends be included in all product evaluations.

PRODUCT 1

PRODUCT 2

PRODUCT 3

PRIMARY FUNCTIONAL REQUIREMENTS

Will the product be installed on campus or
hosted off-site?

Which of the following security protocols
does the product support: Shibboleth, LDAP,
CAS, PeopleSoft security roles and permission
lists?

What type of data (Level 1, 2 and/or 3) will be
involved? (Note: Level 1 or 2 data requires
completion of the Security Data Requirements
Checklist)

PeopleSoft compatibility and with which
version(s), e.g. HCM 9.0

Search capabilities - by tutor, students,
subject and specific courses

Ability to maintain tutor profiles by subjects
(skill set), hours available, max numbers
available, hours not available, max number of
clients per session.

Ability to maintain tutee profiles with student
name, ID #, home phone, cell phone, HSU
email address, affiliation (sourced from
PeopleSoft); course subject matter/specific
affiliations

Ability to build tutor schedules, matching
tutee needs to available competent tutor

Ability to view tutor's schedule to determine
where they are booked, how many students
and who the students are

Ability to support individual or multiple
students within a single tutor session

Ability to send automatic reminders to tutors
and tutees

Reports of real-time data and trend analysis
for # of tutees served in any given period by
subject (recognizing the data is as scheduled
not as delivered)
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Web interface for entering confirmation of
service delivery by both tutee and tutor.

Tiered security based on login to distinguish
Tutor Center Administrators, data entry,
tutors, tutees.

Ease of branding (using HSU graphic identity
standards)

OPERATIONAL SPECIFICS

Time to implement

Annual time required for maintenance

Cost to implement

Annual cost to maintain

Additional hardware costs

If web-based, compatible with which versions
of which browsers

ATl compliance status

Voluntary Product Accessibility Template
(VPAT) availability

Reference sites available

“NICE TO HAVES”

Ability to record services delivered in the
Tutor tracking system and push results to
PeopleSoft

Ability to interface with course schedule in
PeopleSoft

Mobile version of web interface for
confirmation of services.

Ability to request services online (interface to
Adobe form? From within Tutor system?)

Link from Student Center to Tutor tracking
system for requesting or confirming services.

TECHNICAL NOTES

PeopleSoft modifications required

Do other CSU's have a modification we can
leverage?

Time required for modification development /
maintenance

Single sign-on access on campus?

Appendix C - Outline of a Typical RFP

The following are sample commonly-used sections in the development of an RFP. These will of course

vary, depending on the project.

Section 1 — Background and Project Overview includes:
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e Humboldt State University Overview

e Project Overview & Scope

Section 2 — Response Instructions

e RFP Schedule
e Proposal Delivery
e Proposal Format

e Inquiries

Section 3 — Vendor Profile and Experience Requirements

e Profile
e Reference Accounts

e Forward Vision and Value Proposition

Section 4 — Scope of Services Required
Each of these sub-sections commonly includes a list of required deliverables.

e Solution Requirements

e Project Management

e Project Planning and Organization
e Fit Gap and Design

e Build/ Implement

e Test

e Deploy

e Change Management

May include Visio diagrams of desired timelines, as necessary

Section 5 — Technical and Functional Requirements

This section may include various questionnaires to help answer specific questions or needs
related to the desired system.

Section 6 — Demonstration Scenarios

If vendors invited to campus for demonstrations will be expected to demonstrate under the
same conditions, this information gives them advance notice of that scenario.

Section 7 — Costs and Resources

Requires responders to provide details on various costing categories, such as software,
hardware, training, consulting services, etc.
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Section 8 — Award Criteria

e Selection of Finalists
e Proposal Analysis

e Supplemental Provisions

Section 9 — Vendor Checklist

For use in ensuring the vendors have included all appropriate responses and attachments.

Attachments
e (CSU Terms and Conditions for Information Technology Acquisitions
e (CSU Small Business preference and Certification Request
e Disabled Veteran Business Enterprise (DVBE) Participation Requirement

e Third Party Contract Information Security Requirements (either High or Low version,
depending on the results of the Security Data Requirements Checklist).
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Appendix D - Timeline Requirements for an RFP

The RFP will include a number of deadlines; some will be optional, most will come with requirements for
a certain number of elapsed business days between deadlines. The dates shown in the sample below are
for illustrative purposes only; your RFP may differ significantly, depending on the required deliverables
at each checkpoint.

RFP Release Date Thursday, September 21, 2011 (required date)

This is the date on which Procurement has authorized the release of the RFP; at this time, copies of the
RFP can be emailed directly to desired or requesting vendors. Procurement will post the RFP on the HSU
and State of California BidSync websites at this time.

Pre-Proposal Vendor Conference Thursday — Friday, October 5 — October 6, 2011 (optional date)

This is optional based on whether a vendor conference is necessary. This can also be stated as “at the
discretion of HSU, please hold these dates”, and referenced as such elsewhere in the document. Vendor
conferences in advance of the Proposal Due Date can assist in ensuring that vendors fully understand
the RFP.

Last Day for Questions Thursday, October 12, 2011 by 10:00 AM PST (required date)

Vendors will submit questions or requests for clarification of details of the RFP through Procurement.
Procurement will typically forward these to the appropriate contact as they are received, so they may be
compiled with answers in preparation for posting once the Last Day for Questions has been reached. All
guestions, including questions resulting from any Pre-Proposal Vendor Conferences, must be compiled
with responses, removing any reference to who asked the question, and made available in an
addendum, issued by Procurement, to ALL vendors known to have a copy of the RFP as well as posted
on the HSU and State of California BidSync websites.

Be sure to allow enough time to compile and post responses via an addendum and still allow for five
business days before the Proposal Due Date. This applies to ANY addendum issued. For example, if a
subsequent addendum is necessary, it will be likely that the schedule has not allowed that much time
between the “Last Day for Questions” and the “Proposal Due Date”. In that event, the addendum to the
RFP will need to include an extension of the Proposal Due Date to allow for the passage of five business
days from the posting of the Addendum.

Proposal Due Date and Time Tuesday, October 24, 2011 by 4:00 PM PST (required date)

Any proposals received in Procurement after this date/time, as stipulated in the RFP, will be marked
“LATE” and returned to the vendors. At this time, responses can be retrieved from Procurement and the
review process can commence.

Vendor Conference Tuesday-Thursday, November 7 — 9, 2011 (optional date)

This is optional, based on whether a vendor conference is necessary. This can also be stated as “at the
discretion of HSU, please hold these dates”, and referenced as such elsewhere in the document. Vendor
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conferences following receipt and review of proposals may be necessary where system demonstrations
may assist a decision or where two or more vendors have been scored very closely and a face-to-face
presentation, accompanied by a request for each vendor’s “Best and Final Offer”, will assist in making
the final decision. Be sure to allow enough time between the Proposal Due Date and the Vendor
Conference for a review of responses. If an unexpectedly large volume of responses is received, or more
time is needed, responding vendors can be notified that the conference date is being postponed; you
should also provide an estimated timeframe for their scheduling purposes.

Notice of Intent to Award Contract Tuesday, November 14, 2011 (estimated) (required

date)

Use of the word “estimated” allows flexibility in the event that additional time is needed for evaluation
of the proposals. After a complete and thorough evaluation process, the selected vendor will receive a
“Notice of Intent to Award” letter and all non-selected vendors will receive notice that the award has
been made to another vendor. Non-selected vendors can contact Procurement for information on the
contract awardee and successful bid price. Non-selected vendors can also file with Procurement any
protests they may have with the Notice of Intent to Award.

Contract Award Tuesday, November 21, 2011 (estimated) (required date)

A minimum of five business days must elapse between the Notice of Intent to Award date and the actual
Contract Award date. This is the minimum required number of days during which a non-selected vendor
can dispute a selection. Contract negotiations can take place during this waiting period, and may extend
beyond this deadline based on use of the word “estimated”. Part of the contract negotiations is settling
on a Statement of Work which should closely relate to the vendor’s original proposal and include all
expected work to result from the engagement. On conclusion of contract negotiations, Procurement will
compile the contract and all appropriate attachments and route documents for signatures.
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Appendix E - Example of a Vendor Reference Check Worksheet

Thank you for participating in our reference check. You were listed as a reference by the below-
noted vendor in their response to our recent [Project Name] Request for Quote (RFQ). Your
feedback is very important to us and we truly appreciate any time you can spare to complete
this questionnaire either electronically or over the telephone.

VENDOR NAME:
REFERENCE CAMPUS:
REFERENCE CONTACT:
REFERENCE BACKGROUND:

QUESTIONS:

1. How long have you worked with this vendor / product?

2. What functionality are you using? Can you provide some examples of where and how these
have been deployed in your organization?

a. Functionality 1 (e.g. Document scanning):
b. Functionality 2 (e.g. Automated Workflow):
c. Functionality 3 (e.g. Records & Retention Tracking):

d. Integration with Enterprise Resource Planning (i.e. PeopleSoft) systems? If so, which
system(s)?

3. What was your experience with the initial implementation?

a. General experience:

b. Campus-led or vendor-led?

c. If vendor-led, degree of campus involvement (versus what was outsourced to the
vendor)?

Software Selection Process September 2012 Page 15



d. On schedule?

e. On/under budget?

4. Do you feel the vendor met (or exceeded) their deliverable requirements during
implementation? If not, why?

5. What is your level of satisfaction with this vendor/product and their support after
implementation?

6. What are the internal technical support requirements to implement and maintain the system
(skill sets required and degree of involvement) across all its uses on your campus? Can
functional users do such things as X, Y & Z (examples: build work flows, create document
repositories, and implement processes?)

7. How have you experienced savings of time and/or money since implementing this product?

8. On a monthly basis, how much time do you spend maintaining this product, from both the
technical and functional perspective?

9. If you had it to do over again, would you select this vendor/product? If not, why?

10. Any other comments?

Thank you for your help.

[Contact Name]

Humboldt State University
Direct: 707.826.XXXX
Email:
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